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[Covering HIPAA, GLBA,DPA, ITA 2000]

Mission
Empowering Indian Business Houses with Legal Congpice

Security isNo Security if itisnot Techno Legal Security.

M/s XYZ IT Services is a BPO Company which develgodtware processes Health ¢
Financial Information. It has installed sophisterat-irewall and IDSystems to secure da
It maintains an effective DRP and BCP.

But a hacker gains access to the company’s sysgleses critical data and publishes s¢
of the critical personal information of the clientéhose data was being processed ¢
website.

CEO summons the IS Manager to seek a remedy. |Sagydarsays “ | will restore the de
within the next few minutes”.... And does so... Eveneseems satisfied.

....Until after a few days, Company receives a ndtiom its principal seeking damages
the data loss and indemnification against claimsienhy its clients.

CEO again summons the IS Manager...He replies.. 41 anly protect the data... | doi
know how to protect the data owner”.

CEO wonders...... What use is it to call our systemsiged it cannotprotect the compar
which owns the system?...

Next day.. CEO meets his friend who works as IS &fgn in another company and thrc
the question of how he would have handled the samation.

He says,..."We have conducted a CyLawCom audit arabled ouselves with DLP an
OLR”. Our security covers not only the informatibut also the Information owner”.




How Do you preparefor DLP-OLR?

To be capable of defending a damage suit on ofi@isélto launch a damage suit on
offender who caused the security breach, it is negetisa the victim company meet t
requirements prescribed by various legislations dfffect its working.

This compliance of law applicable to those who workCyber Space is Cyber Le
Compliance. CyawCom audit, implementation and certification ipr@cess where k
Cyber Law risks are identified, mitigated and dedi.

In the context of Companies working in India, I'PA00 compliance (Complian
measures mandated under Information Technology 2@®0) becomes the ki
requirement. For a BPO, compliance of Data Praiactict, HIPAA or GLBA. are als
relevant. Additionally, SOX, SAS 70 and Clausect®npliance are relevant based
the listing status of the company. Insurance congsameed to lok at Insuranc
regulations and AML regulations. Banks should $af&asel 11 and AML regulations.

Some of these are also captured in the industyriggestandards such PCI data secu
standard and ISO 27001 are also important cong#ian

Compliance of all these regulations along withEiRP-BCP oriented Technical Secur
measures would be required for a Company to fulfél DLP-OLR requirements.

What Cyber Law College Offers

Cyber Law College a pioneer in the field of Cybemw Education in India, he
introduced specialized courses in Cyber Law andfied.egal Cyber Security.

Naavi.. A Man with A Mission

Cyber Law College is a division of Ujvala ConsutaPRvt Ltd,
and founded by Na.Vijayashankar.

When we think of Cyber Laws in India, one name thtaikes
our mind is that of Naavi, a man tia mission....to crea
Cyber Law Awareness across the different segmehtthe
society.

Naavi is the popular name of Na.Vijayashankar.

Naavi wrote what turned out to be the first bookQymber Laws
in India titled “Cyber Laws for Every Netizen indi@’ in 1999.
In 2000 he started Cyber Law College as a virtuhlcation
center for Cyber Law Education. During the next fgears,
Naavi published the first ook on Cyber Laws in India title
“Cyber Laws in India...ITA2000 and beyond” and also a bc

in Kannada tited %oPERE BRTITNF" (Cyber Crimes)
His book “CyLawCom...Corporate Mantra for the Digitala”
was directed at introducing the concept of Cybew
Compliance in the industry. His latest book “Cybleaws
Demystified” is another attempt by Naavi to take €yoer Law
knowledge to lay persons.

Thus Naavi's efforts at Cyber Law Education starited 998,
making him the pioneer of Cyber Law Education ire
Country.

Naavi also has integrated Cyber Law Education
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